Holtek 2FA Authentication Manual

1. What is 2FA Authentication

Two-factor authentication (2FA), uses two different elements combined together to

confirm a user's identity.

We use two-factor elements :
® Account + Password -

®  One Time Password (OTP) -

The following documents are described in detail.

2. Why do you need 2FA Authentication

Because there are two things to achieve :

2.1. Ensure the security of the authentication mechanism :

If only the account + password is used for authentication, there will be several problem :

1 ~ The password strength is weak and easy to crack -

2 ~ If the password is stolen or recorded, the identity verification mechanism will be

invalid -

After adopting Two-Factors Authentication, OTP is required, so the security of the identity

verification mechanism can be greatly improved o

2.2. Compliance with Government Regulations :
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We implement Two-Factor Authentication to comply with the multi-factor
authentication technology (MFA) mentioned in the Guidelines for Information

Communications Security Control of OTC Companies

Remarks: Guidelines for the security control of information communication of listed OTC
companies: Article 21, the operation regulations for establishing user passcode
management, such as: default password, password length, password complexity, password
history record, minimum and maximum password validity limit, login failure lockout
mechanism, and evaluate the adoption of multiple authentication technologies in the core

information communication system.



3. HOLTEK 2FA Registration and Verification

3.1.HOLTEK 2FA Registration and Verification web page

3.1.1. Open the English page of Holtek Internet Web

(https://crm.holtek.com.tw/index en.html), you can see the link URL circled in the

red box as shown below, which is the register and verify website of Holtek 2FA

Authentication.
sites: Taiwan H.K China(1) China(2) China(3) Language - Chinese English
» Holtek Web Site » Product Bounding Diagram Search » Apply System Account
» Testing Program Download » Change System Password
Customer System » Burn Code Download » Forget/Expired/Locked Password
» Holtek CRM » Product Mark System Process
» Holtek CRM (2FA) ERP Management System
» Holtek CRM Extension
» Web Order System » Holtek Remote Service
» Web Order System (2FA) » ERP System Explorer
Work Flow System
» IWS
» IWS(2FA)
Employee Related System
» Register/Verify 2FA Authentication
Register ZFA Manua

3.1.2. Open the Holtek 2FA Authentication website, you can check, delete, and verify the
two-factor information. If you apply for the first time, you can re-register the 2FA
Authentication. If you lose or forget the Holtek 2FA Authentication verify code, you
can delete the Holtek 2FA Authentication and register Holtek 2FA Authentication

again.

Holtek 2FA Authentication Setup URL

https://crm.holtek.com.tw/2famanager/?lang=en US


https://crm.holtek.com.tw/index_en.html
https://crm.holtek.com.tw/2famanager/?lang=en_US

2FA Manager

Theme - iceblue_c -

(Production DB) Current login user - BRYANLIN

Two Factor Auth Manager
The 2FA information of BRYANLIN has been deleted successfully !
Check whether exist 2FA Account

Remove your 2FA Account

Verify or Register 2FA again

2FA - Two Factor Authentication

If you lose or want to re-register your personal two-factor authentication information, first check whether there is a 2FA Account, if there is, press the delete 2FA
Account button, and then re-register 2FA Account




3.2.Register Holtek 2FA Authentication

3.2.1. Registering for the first time or re-registering Holtek 2FA Authentication : When you
register for the first time or re-register for Holtek 2FA Authentication, you first need to
log in with your Holtek account username/password. After logging in, you will find that
you cannot find two-factor authentication on the Holtek 2FA Authentication website. At

this time, you need to press the "Verify or Register 2FA again" button to register the

authentication code again.

Theme : iceblug_c -
2FA Manager

(Production DB) Current login user : BRYANLIN

Two Factor Auth Manager

Can notfind 2FA profile aboul BRYANLIN

Check whether exist 2FA Account

Remove your 2FA Account

Verify or Register 2FA again

2FA: Two Factor Authentication

Ifyou lose or want to re-register your personal two-factor authentication information, first check whether there is a 2FA Account, ifthere is, press the delete 2FA Account
button, and then re-register 2FA Account

3.2.2. To re-register Holtek 2FA Authentication, you need to log in to Holtek Single Sign On

(as shown below), and you need to enter your account username/password to log in.

Holtek Single Sign On
Username:
bryanlin
Password:

Verification Code: (Total five characters)
3VKHS




3.2.3.

3.2.4.

3.2.5.

After you log in to Holtek Single Sign On, the following web page will appear. You can
use your mobile phone authenticator app or browser plug-in authenticator app to
scan with QR CODE, or enter the key yourself to create the authorization code
information. After creating the authorization code information, please remember to

press the Register button to complete the Holtek 2FA Authentication process.

Your One Time Password (OTP) verification information is not registered to the
system. Please perform the following procedure to complete the registration.
1. Please install the TOTP "Authenticator” app on your phone or tablet, such as
Google Authenticator, Microsoft Authenticator, OTP Authenticator, etc.

2. Open your "Authenticator” app, press the “+" or "Add" button on the screen,
and select "Scan Barcode” to add it.

3. Align the following "QR Code" scans and add an automatically OTP
verification message to the list when completed. You can see a verification
message with the name "Holtek_2FA (000 )" in the authenticator, where oo is
your account number.

4. Press the "Register" button below to save the (OTP) verification information

to the backend database and complete the registration.

QR CODE

Secret key to register ilel KEY

Print

After registration Holtek 2FA Authentication, you can open the mobile phone
Authenticator APP or browser Authenticator plug-in function, and you can see the

information related to 2FA registration.

Browser Holtek 2FA Authentication registration success screen :

o Authenticator

r|1
Lla
%

Holtek 2FA Issuer

867986 st e

bryaniin holtek account ‘

Mobile phone Google Authenticator APP registration success screen :
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Google Authenticator

696 593

www.mobile01.com

489 633

Holtek_2FA (bryanlin)




3.3.Holtek 2FA Authentication for Holtek System

3.3.1. When you log in to the Holtek System, enter your account username/password to log in,

if the system requires 2FA Authentication, the following web site will open :

Your One Time Password (OTP) verification information has been registered to
the system. Please perform the following procedure to log in to the system.

1. Open your "Authenticator” app on your phone or tablet, such as Google
Authenticator, Microsoft Authenticator, and more.

2.Please note the time of the phone or tablet must be synchronized with the
local time. If the time is inconsistent, the wrong token will be generated.

3. Find the verification information for the name "Holtek_2FA ( sc00x )" in the
authenticator, where 00 is your account number. Fill in the dynamically
generated Token into the following input fields.

4. Press "Login" button to login to the system if the dynamic Token is correct.

Authenticator Token:

LOGIN

3.3.2. At this time, you can pick up your mobile phone (if you have registered for Holtek 2FA
Authentication), directly enter the verification code displayed on the mobile phone into

the Authenticator Token field, and press “Login” button.

Your One Time Password (OTP) verification information has been registered to

the system. Please perform the following proceduredglog i
Google Authenticator

1. Open your "Authenticator" app on your phone o
Authenticator, Microsoft Authenticator, and more.
2.Please note the time of the phone or tablet must el R K1
local time. If the time is inconsistent, the wrong tokds 1.com
3. Find the verification information for the name "Hd
authenticator, where xxxx is your account number.
generated Token into the following input fields.
4. Press "Login" button to login to the system.i

Authenticator Token:

489633

LOGIN




3.3.3. Ifyou use a browser, you can click the icon of the Authenticator plug-in program on
the upper right of the browser, and a small Authenticator window will appear. At this
time, click the Holtek_2FA Authentication block to copy the verification code directly,
and then Paste it in the Authenticator Token field, and click Login button. Of course,

you can also choose to enter the verification code manually.

5963A%2F%2Fcrm.holtek.com.tw%2Freg2fa%2Flogin%2Fcas A a8 2
o Authenticator =4
Holtek_2FA
bryanlin ‘-

642157 I

LOGIN




4. Mobile phone 2FA Authentication APP

installation

4.1.Install the Authenticator APP on your mobile phone

4.1.1. You can use Google Authenticator or Microsoft Authenticator, and download Google
Authenticator APP or Microsoft Authenticator APP from Google Play on Android

phones or App Store on iPhone phones.

4.1.2. Using an Android phone as an example, click on the Google Play Store (for China, you
need to open it in the mobile phone’s own brand application store), and search for
Google Authenticator (for China mobile phone, please search for Microsoft

Authenticator).

4.1.3. Google Authenticator (or Microsoft Authenticator) is searched for and installed on

mobile phones °

NQGCOa % Gl CDY

Google
Authenticator

NQ GO A% Gl Dy

6 Microsoft
- Authenticator
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4.2.Google Authenticator Installation Example

4.2.1. After installation, click on Begin, on the first page :

B A code this app will generate for you

BEGIN

4.2.2. Now you can add the account. There are two ways to do it: scan the barcode or enter
the key. The most convenient is scanning. In front of you will open up a camera. In
the selected square you must enter the QR-code, which will be recognized

automatically and the account will be added immediately:

13:47 L RcE R S NenT ]

[

Setup your first account

Use the QR code or setup key in your 2FA
settings (by Google or third-party service).
If you're having trouble, go to g.co/2sv

[¢) Scana QR code

Enter a setup key

4.2.3. Scan the QR Code through the lens frame of the APP, and you will see the QR Code on
the Holtek 2FA Authentication step screen (refer to Chapter 3: HOLTEK 2FA

Registration and Verification).

11



Secret key to register

Place QR code within red lines

4.2.4. After completing the QR Code and successfully adding an account :

Al 46 Sl - €3 97%M14:15

Google Authenticator

696 593

www.mobile01.com

489 633

Holtek_2FA (bryanlin)

4.2.5. If you want to add other accounts later, you can press the + icon to add other

accounts and verification codes -

12



342 808

]
493 544

Scan a QR code (O]

Enter a setup key

13



4.3. Microsoft Authenticator Installation Example

In order to get a Verifiable Credential, you will need to download the latest version of

4.3.1.
the Microsoft Authenticator app on the Google Play Store or Apple App Store. ©
Microsoft
Authenticator
A propos de I'appli
4.3.2. Ifyou don't have any accounts configured, there will be a blue button on the middle

of the page that says "Add Account", otherwise tap the plus (+) button in the top

right. Then choose 'Personal account' and scan the QR code.

w02 G 0
4 Add account

é Contoso
alain@eontaso.com
427 303 o |
@ Microsoft
alain@outlook.com R nt (Boogle, Facebook etc) (1)
Let's add your first account! . e oo e o
4890 3590
For further assistanoe, see the Help section in the I

4.3.3. On the Holtek 2FA Authentication step screen (refer to Chapter 3: HOLTEK 2FA
Registration and Verification), you will see the QR Code, scan the QR Code and it will
be added to the Microsoft Authenticator App code box, and you will log in to Holtek
2FA Authentication in the future You may be asked to enter a verification code, at this

time, enter the six-digit code displayed on the Microsoft Authenticator App to

14



complete the verification.

o

13:56 NQGG DAk G NG T8k G Dy
Authenticator + Q
Q Holtek_2FA S Holtek 2FA
bryanlin bryanlin

One-time passwords enabled

@, Youcan use the one-time password
codes generated by this app to verify
your sign-ins

One-time password code

© 759297

A 2 = o0 =

Authen... Passwords Payments Addresses Verified IDs

< @] = < 0

15




5. Browser 2FA Authenticator installation

5.1.Install the Authenticator plug-in in the browser

Currently Chrome, Firefox, Microsoft Edge, and Safari browsers support the 2FA

Authenticator plug-in, the link is as follows: :

Browser

Plugin URL

Chrome

Available in the

k Chrome Web Store

https://chrome.google.com/webstore/detail /authenticator/bhgh
oamapcdpbohphigoooaddinpkbai

Firefox

ﬁ) Firefox Add-ons

https://addons.mozilla.org/en-US /firefox/addon/auth-
helper?src=external-github

Microsoft Edge

Get it from

B Microsoft

https://microsoftedge.microsoft.com/addons/detail /authenticato

r-2fa-client/ocglkepbibnalbgmbachknglpdipeoio

Safari

# Download on the

@& App Store

https://apps.apple.com/us/a authen/id1602945200?mt=12

5.1.1. Operation method (taking Chrome as an example), the first time you install the

Authenticator plug-in in Chrome, you should pin its icon to the toolbar.

New Tab

c

Extensions

£t Manage extensions

Googie

Q, Search Google or type a URL

.~ | +

Add shortcut

Web Store

16



https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai
https://addons.mozilla.org/en-US/firefox/addon/auth-helper?src=external-github
https://addons.mozilla.org/en-US/firefox/addon/auth-helper?src=external-github
https://microsoftedge.microsoft.com/addons/detail/authenticator-2fa-client/ocglkepbibnalbgmbachknglpdipeoio
https://microsoftedge.microsoft.com/addons/detail/authenticator-2fa-client/ocglkepbibnalbgmbachknglpdipeoio
https://apps.apple.com/us/app/authen/id1602945200?mt=12

5.2.How to add QR CODE

5.2.1. After clicking the icon of the Authenticator plug-in¥ in the browser, a small
Authenticator window will pop up, and then click the scan icon £ in the upper right

corner of the small window.

| @ Authenticator Extension % | +

<« C G Search Google or type a URL .t- §F
- Authenticator . ra

5.2.2. After pressing the scan icon, the + indicator will appear. At this time, you can drag
and draw a square that completely covers the QR CODE. After capturing the QR
CODE, you can add the verification code account in the small window of

Authenticator .

€ > C G SearchGoogle ortypea URL woRog i

'H'l.r.l."| r

5.2.3. After adding a new verification code account, you will see a new block in the small

Authenticator window, where the 6-digit number is your current one-time password,
17



and the circle in the lower right corner tells you how much time is left in the current

password.

| @ Authenticator Extension X o+ = E
& > (C G SearchGoogleortypea URL % oF
£+ ] Authenticator =4
test@authenticator.cc
O Authenticator =4

Holtek_2FA  Issuer

083430 seret time

bryaniin holtek account 4

5.2.4. Ifyou want to add this account to the mobile device APP application, you can press

the small QR icon in the upper right corner of the block as shown in the red frame,

and then the QR CODE of this account will be displayed, which is convenient for the

mobile device APP to scan.

.

Holtek_2FA
782417

bryanlin

e Authenticator = 2

18



5.3.Add account manually

5.3.1. Click the icon for the Authenticator plug-in in your browser, then click the pencil icon

in the upper right corner of the Authenticator window.

O Authenticator El p’l

5.3.2. Press the plus button in the upper right corner of the window, and a small window

will appear with two options, choose the option of "Manual Input”.

Authenticator \/

Scan QR Code

Manual Entry

5.3.3. Enter the name of the website associated with this account in the "Issued" field, then
enter the key provided to you by the verification page in the "Secret" field, and click

IIOK".

19



oo
or

Q Search

(]

Issuer

HOLTEK_2FA

Secret

| DGRLP7IMTYPQWZFM

» Advanced l

Register | Print

5.3.4. After adding the new account and secret code, you will see a newly added

authorization block in the Authenticator window.

i

E——
>

4

)

8

o Authenticator =

605340

test@authenticator.cc ‘

Holtek_2FA

944465

bryanlin ‘
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6. Authenticator for Windows PC

6.1. Microsoft Store (Windows 10 ~ 11)

6.1.1. If your computer operating system version is Windows 10 (including Windows 11), you
can get it from Microsoft Store, select [Start], find Microsoft Store, click it to open the

application.

Microsoft Office

Microsoft Office 2016 Teols
Micresoft Solitaire Collection
Microsoft Store

Minecraft

Mixed Reality Portal

Mixed Reality Viewer &

Mabile Plans
Microsoft Store
Movies 8 TV

My Office

£ Type here to search

6.1.2. Or use search, enter "store", and the Microsoft Store option will appear, select it to open

the application.

0 i1 Filters ~

Best match

Microsoft Store @)

Trusted Microsoft Store app

Settings
i Choose where to install apps from
Search suggestions

O store - see web results >

£ store L1

21



6.2.Protecc - 2FA Authenticator Installation (Windows 10,

11)

6.2.1. Open the Microsoft Store, enter the keyword "Protecc" in the search bar, and the
Protecc — 2FA Authenticator application option will appear. Click the application, and

another window will appear, click "Get" button to install it.

B Microsoft Store pel R = = %
| &
= “Protecc” = Filters
Apps
All departments Apps Games
Gaming
Protecc - 2FA Free Anthology NT$135.00 Brick Automation Free
b Authenticator... Project 360 p Project
Apps * Security Gaming « Acti... +4 Apps « Entertainment
Besen
24450
< B Microsoft Store Protecc el R’ - o
) Screenshots >
Home
&8
Apps
() 'K:‘ Your accounts
Gaming
63 64 88 82 27 68 67 \)
Protecc - 2FA 3
. 94 46 50 \ 883917
Authenticator TOTP
FireCubeStudios
Get
Description
—% 0
Average Ratings Protecc is a modern open source 2FA TOTP code authenticator client for Windows. It
n supports a wide range of protecction customization options for TOTP accounts and
N built-in privacy protecction features such as a protecc privacy filter and code

6.2.2. Then select "Start" on the Windows system desktop, and you will see the "Protecc"

application in the menu.

22



AT AIfE

& Protecc =B ESEHASH
2m=
@ TOTP Authenticator — 2FA wi... 2 8 ® BB 3
LR ER.

WinOTP Authenticator Hix Bl E

x3

N

Excel 2016 Office OneNote f...

o% 6
Microsoft Outlook
Office Exce... 2016

6.3.Protecc - 2FA Authenticator operation (Windows 10,

11)

6.3.1. Open the "Protecc" application, a small Window introduction window will appear first,

you can skip it directly and go directly to the second small window.

Setug - Protecc

Your accounts +Add o Vsble @

o]

Welcome to Protecc!

50444494 \)

D 004861 ‘

> sdp

6.3.2. First press the "+Add" box button on the upper right, a small option drop-down window
will appear, select "Enter Key", and then a small window will appear, you need to enter
Name and Key, Name is the source of Holtek 2FA Authentication issuer (EX:

HOLTEK_2FA ), Key is the key for Holtek 2FA Authentication. After inputting, press the

Next button to go to the next step.

23



& Protecc - o x

Your accounts o Visble @

Scan QR

& Add Account - Protecc /

New Account

Name:

| HOLTEK_2FA Jl

QL_

Key:

Color:

[ 5]

3 Advanced s

6.3.3.

Your One Time Password (OTP) verification information is not registered to the
system. Please perform the following procedure to complete the registration.
1. Please install the TOTP "Authenticator” app on your phone or tablet, such as
Google Autt i f henti OTP Auth etc.

2. Open your "Authenticator” app, press the “+" or "Add” button on the screen,
and select “Scan Barcode” to add it.

3. Align the following "QR Code" scans and add an automatically OTP
verification message to the list when completed. You can see a verification
message with the name "Holtek_2FA (30 )" in the authenticator, where xxxx is
your account number.

4. Press the "Register” button below to save the (OTP) verification information
to the backend database and complete the registration.

QR CODE

| SecretRey ToTegisters | KEY

| Register  Print

After pressing the Next button, a small box will appear, showing the Holtek 2FA

authentication source and verification code. The small square has the icons of Copy,

Delete, and Visible, which are convenient for operation. If you want to add another

account, you can select the "+Add" square button on the upper right and repeat the

previous step.

& Protecc

Your accounts

HOLTEK_2FA Name
37 17 47 xey

‘ ’ Time

C 0] Delete

o
Visible Copy

+ Add @ Visible

£

24



6.4.Windows 7 OS WinAuth Installation

6.4.1. Because the Windows 7 operating system cannot use the Microsoft Store, and the
browsers (IE, Firefox, Chrome) on the Windows 7 operating system cannot be updated
new version, and there is no plug-in program can be installed, please update to Windows

10 to facilitate the operation of 2FA Authentication.

6.4.2. At present, the manual will provide the operation method of Windows 7 operating
system 2FA Authentication, but it does not guarantee that it can be implemented safely,

please use it at your own discretion.

6.4.3. First download the WinAuth-3.5.1.zip compressed file. After decompressing the zip

compressed file, you will get the WinAuth.exe executable file.

Download URL:

https://github.com/winauth /winauth /releases/download/3.5.1 /WinAuth-3.5.1.zip

6.4.4. Open WinAuth.exe, the following window will appear, click the Add button, and then

select Authenticator item.

WinAuth

Click the "Add" button to create or import your authenticator

Authenticator 'ﬁ‘

Google
Microsoft
Battle.Net
Guild Wars 2
Glyph / Trion
Steam

]
i
”~
)
-

o
ol
B

Import...

6.4.5. Enter Name and Secret Code, Name is the source of Holtek 2FA Authentication (EX:

25


https://github.com/winauth/winauth/releases/download/3.5.1/WinAuth-3.5.1.zip

6.4.6.

HOLTEK_2FA), Secret Code is the key for Holtek 2FA Authentication, select Time-based,
and press OK.

- X and select “Scan Barcode” to add it.

Add Authenticator 3. Align the following "QR Code" scans and add an automatically OTP

) | verification message to the list when completed. You can see a verification
Name:  HOLTEK 2FA
m ge with the name "Holtek 2FA (o0mx )" in the authenticator, where xxxx is
our account number.
1. Ertter the Secret Code for your authenticator. Spaces don't matter. If ¥ . . . . L. .
you have a QR code, you can paste the URL of the image instead 4. Press the "Register” button below to save the (OTP) verification information
to the backend database and complete the registration.
| 3HYZOSIPOQSBOQVD) Decode

2. Choose if this is a time-based or a dsynter-based authenticator. If
you donit know, it's likely time-based, so justtegve the default choice.

) Counter-based
3. Click the Verify button to check the first code.

QR CODE
Verify Authenticator

4, Verify the following code matches your service.

Secret key to registers| INMEII=, KEY

At this time, a verification code will appear in the lower box, and then press the OK button
again, and the Protection window will appear. The Protection window is to protect the

access of the verification code. If you do not want to set the verification code Protection,

press the Cancel button to avoid this setting.

Add Authenticator

Name: HOLTEK 2FA

1. Enter the Secret Code for your authenticator. Spaces don't matter. If
you have a QR code, you can paste the URL of the image instead.

3HYZOSIPQQ5BOQVQ Decode
2. Choose if this is a time-based or a counter-based autherticator. If
you don't know, it's likely time-based, so just leave the default choice.
®) Time-based Counter-based
3. Click the Verify button to check the first code
Verify Authenticator

4. Verify the following code matches your service.

681277

Secret Code

o] e
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Protection
Select how y
data could be

W] Protect with my own password
Your authenticators will be encrypted using your o
WinAuth. Your authenticators will be inacce

Password

ly. you can protect and encrypt your data using the buili-in Wi
tors to this computer or user so they cannot b
you are going to reformat your disk, re-install Windows

account encryption. This will lock y

are copied. You MUST turn this off if
unt.

this user a

[[] Encrypt to only be useable on this computer

And only by the current user on this computer

[] Lock with a YubiKey

‘ Use Slot | | Configure Slot

w o]

6.4.7. At this time, the Name and verification code just set will appear in the small window of

WinAuth.

WinAuth

HOLTEK_2FA
138 237 verification code

Add Q

6.4.8. |If the verification code does not appear, press the circle icon on the right to refresh

verification code.

WinAuth

Add Q
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7. Multiple people share a registered account

7.1. Holtek 2FA Authentication web page storage PDF file

7.1.1. If you have a problem with multiple people sharing an account, when registering or
applying for a Holtek 2FA Authentication verification code, there will be a QR Code icon
and a key. You can save the QR icon and key as a PDF file. This PDF file can be scanned by

multiple mobile phones and users. You can register the same set of verification codes.

7.1.2. First, register on the Holtek 2FA Authentication webpage, before registering (before

pressing the Register button) > press the "Print" button first.

Your One Time Password (OTP) verification information is not registered to the
system. Please perform the following procedure to complete the registration.
1. Please install the TOTP "Authenticator” app on your phone or tablet, such as
Google Authenticator, Microsoft Authenticator, OTP Authenticator, etc.

2. Open your "Authenticator” app, press the “+" or "Add” button on the screen,
and select “Scan Barcode” to add it.

3. Allign the following "QR Code” scans and add an automatically OTP
verification message to the list when completed. You can see a verification
message with the name "Holtek_2FA (xc00¢ )" in the authenticator, where xo00 is
your account number.

4. Press the "Register" button below to save the (OTP) verification information
to the backend database and complete the registration.

Secret key to register is

=S| -

7.1.3. At this time, the printing function of the browser will be activated, and the printer will
show the "Save to PDF" option, select this option, and then save it. Please remember to

register after saving (press the Register button to register Holtek 2FA Authentication).

28



Print 1 sheet of paper

Destination

D Save to PDF ~
Pages

Al ~

Color mode

More settings ~
Print using the system dialog... [

Cancel
=
€ sxFm x
2 &> 34> TR v o o ERTE
£WE - EEmER )
EE i =

SEE
. program (172.26.69.40 (smbdg Sambz

39 (2)
[ Windows 10583802 8882751 pdf

1 program (192168251 (ktsmb Samba [& Windows 10584088 = pdf
ti

HER ()
[ 2fa_manual_eng.pdf

S [ 2fa_manual.pdf

e @

maE :

=ER [ 60GBE RS HIEN 6_202012..
s [ Vitals-ESPV6.0- BB pdf

ol B manualodf 022/1/13 £4 v

% Windows (C) v < >
arzw: | v
ZRATT). POF MR "pdf) !

~ BREEE nA

7.1.4. Open the saved PDF file, and the same screen as the HOLTEK 2FA Authentication web

page will appear, which can provide verification code storage and multi-person

registration.

Your One Time Password (OTP) verification information is not registered to the system. Please perform the following procedure to
complete the registration.

1. Please install the TOTP "Authenticator” app on your phone or tablet, such as Google Authenticator, Microsoft Authenticator, OTP
Authenticator, etc.

2. Open your "Authenticator” app, press the “+" or "Add” button on the screen, and select "Scan Barcode” to add it.

3. Align the following “QR Code" scans and add an automatically OTP verification message to the list when completed. You can see a
verification message with the name "Holtek_2FA (xxxx )" in the authenticator, where xxxx is your account number.

4. Press the "Register" button below to save the (OTP) verification information to the backend database and complete the registration.

Secret key to register is USTZATWL3IMCLH74
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7.2.Verification Code Key Acquisition

7.2.1.

When you register for Holtek 2FA Authentication, a registration screen will appear. In
addition to the QR Code icon on the registration screen, the rightmost string of "Secret
key to register is xxxxx (key)" under the QR icon is the verification code Key (as shown in
the figure below), copy or record the key string, and provide a mobile APP or browser to
manually register the same set of verification codes. The following will introduce how to

register the key between the mobile phone and the browser.

Register  Print
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7.3.Mobile phone manual registration

7.3.1. Open the mobile Authenticator APP (EX : Google Authenticator), use the circular plus
sign icon at the bottom right corner, and then you can manually enter the Account and

key, the Account can be chosen by yourself, and the key type is "Time-based".

Enter account details

342 808

Cabital
493 544

NRYGES20KI4TO3SVISKXOQIWOJFV...

Time-based ~

Scan a QR code (O]

Enter a setup key

X
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7.4.Browser Manual Registration

7.4.1. First click on the Authenticator plug-in icon in your browser %, Authenticator window

will pop up, then click on the edit icon in the upper right corner of the window. & o

O Authenticator £
Show all entries @
Holtek_2FA

011189

bryanlin “

7.4.2. Then click on the "+" sign to add an account.

Authenticator v
iceblu
©
Holtek_2FA

bryanin

7.4.3. Select "Manual Entry".
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Scan QR Code

Manual Entry

7.4.4. After entering the issuer, you can fill in the content of the issuer with a string for easy
identification, such as HOLTEK_2FA, the key is the string on the right of "Secret key to
register is xxxxx" that appears below the QR icon on the screen (as shown below), after
entering then press the "OK" button.

-
v
Q Search @
<
Issuer
HOLTEK_2FA
Secret
l DGRLP7IMTYPQWZFM

» Advanced l
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7.5.Use the browser to provide mobile APP registration

7.5.1. Ifyou have already registered with a browser, you can use the QR CODE of the
Authenticator plug-in in the browser to present it to the mobile phone for scanning

and verification.

7.5.2. First select the block you have already registered with the small QR CODE icon above

(the small red frame icon in the picture below)

O Authenticator = 4

Show all entries

Holtek_2FA

[=2]

bryanlin

7.5.3. At this time, a QR CODE icon will appear, just pick up the mobile APP and scan the QR
CODE image code.

Authenticator

Show all entries

Holtek_2FA

bryanlir

7.5.4. Take the Google Authenticator App as an example. After opening the APP, click the
round "+ ; signicon in the lower right corner, and then select the QR Code

scanning function with the camera icon. After that, the scanning window will appear,
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and scan the QR CODE icon that appeared in the previous step.

6:58PM W @ (= ) -+ 12.5KB/s © .l 4G. 5t (B

342 808

]
493 544

Place barcode within red lines

Scan a QR code
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8. Authenticator installation problems in China

8.1.

8.2

The mobile version of Authenticator can be downloaded directly from the app store for
iPhones. Google Play is not available for Android phones in mainland China, so it is difficult
to obtain Google Authenticator. You can use Microsoft Authenticator. If you want to
download Microsoft Authenticator, you can download it in the mobile phone's own brand
app store Such as Huawei, OPPO, Xiaomi app store) download, security is higher. Do not
download and use tools involving the security of encrypted asset accounts from unknown

sources.

Window 7 computer users may encounter the problem that the browser cannot install the

Authenticator, please refer to Chapter 6.4 Window 7 OS WinAuth Installation.
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9. Holtek 2FA Authentication failure reasons and

solutions

9.1. The OTP verification code will be updated every 30 seconds, and the time calculation
is calculated using the Network Time Protocol NTP (Network Time Protocol NTP is a
network protocol for clock synchronization during data network latency), if your
mobile phone/ If the time between the computer and the network is not synchronized,

the wrong OTP verification code will be generated.

9.2. Ifyoulogin with a computer, please note that the computer time must be
synchronized with the Network Time. Android phones must first go to the local
settings to select "Auto Time Zone" (the operation of each mobile phone will be
different, you need to refer to the operation manual of each mobile phone), and
then go to "Settings" in Google Authenticator and Microsoft Authenticator App

and click "Verification Code Time" fix".

=l W58 AM =l W58 AM =l |
(= Google Authenticator (= settings (= Time correction for codes
2-step venfication Sync now
Time correction for codes About thys featurs
About

9.3. Since the OTP verification code is changed every 30 seconds, it is recommended that
you wait for the latest verification code to appear, and then quickly fill in the
verification code by copying and pasting it, otherwise there will be a problem that the
verification code will expire.
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9.4. Ifthere is a problem with the OTP verification code, you can go to the Holtek 2FA
Authentication webpage (https://crm.holtek.com.tw/2famanager/) to re-register the

OTP verification code.
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